


Document Archiving
Security and validation of documents for now and the future
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Qualified Trust Service according to eIDAS Regulation

"This Regulation should ensure the long-term 
preservation of information, in order to ensure the legal 
validity of electronic signatures and electronic seals over 
extended periods of time and guarantee that they can be 
validated irrespective of future technological changes.“

“A qualified preservation service for qualified electronic 
signatures may only be provided by a qualified trust 
service provider that uses procedures and technologies 
capable of extending the trustworthiness of the qualified 
electronic signature beyond the technological validity 
period" 

Long-Term Preservation for digitally signed documents



Preservation over long periods of 
time, using digital signature 

techniques.

Maintains the validity status of a 
digital signature 

Proof of existence of the 
associated signed data as they 

were at the time of the 
submission

Qualified Long-Term Preservation



Functional goals

Preservation / proof of existence of general data 

Preservation of signatures and associated signed data 

Augmentation of evidence sent to preservation service (useful for 

moving data from one service to another)



Different preservation schemes

Preservation scheme with storage based on evidence records

Preservation scheme with temporary storage based on evidence records

Preservation scheme with signature augmentation and with storage

Preservation scheme with signature augmentation and without storage



eWitness Long-Term Preservation Service

PROOF OF EXISTENCE
Of the associated data as 
they were at the time of 

submission

NOTARY PUBLIC
The Long-Term Preservation 
manager is a notary public

AUTHENTICITY & 
INTEGRITY

Of the documents



 Signatures validation

 Documents exhibition portal

 Preservation receipts for each 

document, signed by the notary 

public

eWitness LTP Service – Essential Components



Digital transformation

Digital signature
Time stamping
Signature validation
Long – Term preservation for digital signatures



About Us

Qualified Trust Service Provider according to eIDAS Regulation (soon), 
registered in Malta
 Leading TSP in the certification and preservation of digital data
 Part of CSC (Cloud Signature Consortium)

Solutions and services
 Accredited Preservation Provider according to Italian Law
 Document platforms for digital transactions with legal value
 Digital workflows with legal value
 Key Escrow for digital signatures and software source-code
 Digital transformation consulting services



malta.office@ewitness.eu



THANK YOU
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