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Going Paperless

How to implement digital signatures

witness




Legal Framework witness

Regulation (EU) No 910/2014 (the elDAS Regulation) has direct effect in EU Member States from 1 July 2016. It
establishes an EU-wide legal framework for electronic signatures. The elDAS Regulation defines:

* An “Electronic Signature” as “Data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign”

* An “Advanced Electronic Signature” As one which meets the following requirements:
(i) it is uniquely linked to the signatory
(i) it is capable of identifying the signatory
(iii) it is created using electronic signature creation data that the signatory can, with a high level of confidence,
use under their sole control
(iv) it is linked to the data signed therewith in such a way that any subsequent change in the data is detectable

* A “Qualified Electronic Signature” as “An advanced electronic signature that is created by a qualified electronic
signature creation device, and which is based on a qualified certificate for electronic signatures”
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Developing an electronic
and digital signature policy




Adobe pioneered the first open ...and now, we’re delivering a new
standard for digital signatures in PDF standard for mobile and web
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Adobe Signh meets the highest levels of security & compliance ,..?)Wltness

Compliant

P~ AES AES
Q{ encryption encryption
2 at Rest In Motion
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Sign anywhere with cloud signhatures

© O (-]
No additional hardware or Mobile. Sign securely Dramatically lower
software required. anytime, anywhere IT Burden
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End-to-end
experiences

Adobe Sign delivers breakthrough experiences and fewer steps.

Dashboard Send Manage Reports Account
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Scan, edit & sign Prepare forms faster with Sign on web & mobile with
paper documents automatic form field recognition the highest compliance
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payments

Integrate with payment
gateway leader Braintree, a
PayPal service.

Accept credit cards, debit cards, or
PayPal

Instant success —no downloads or
signups for customers

Work with up to 130 currencies
Get merchant support in 44 countries
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* Business & Enterprise plans. Braintree merchant services not available in Japan or India.
0
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Adobe Sign

Choose Payment Method x

Total amount: 100 USD

CREDIT CARD NUMBER

4012 0000 3332 0026 VISA

EXPIRATION DATE SECURITY CODE l@

Place order and Sign
OR

P PayPal Check out
The saf way to pay

& safer. easier
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—|D-based signer identify verification

Providers senders with higher
level of trust in signer identify

& static.echocdnawspreview.com ¢
. Adobe Sign |_ _l
ID verification provided by @:

partner Mitek (completely 1 =
transparent to the signer)

Front of Card
Supports passports globally This Document requires Government 13

. . . ID Verification
Drivers licenses & state-issued Take a Photo

This document requires you to verify your identity on a mobile phone using a
I D S fro m t h e fo I | O wW i n Government-issued ID card (e.g., Passport, Driving License). We will walk you
g through the verification process. To begin, please provide your mobile number

re g 1 O n s below and click ‘Send Text Message' to receive a link on your mobile device. Instructlonsﬂ
| -

=

* USA, Canada, France, GB, i
Ireland, Italy,
Netherlands, Spain

Language  English: US : ©2014 Adobe Systems Incorporated. All rights reserved.




Adobe Sign — Audit Trail

A chronology of the “who, what, when, and why” of a record.

> WHO created the document, what date&time,
IP address, to whom has been routed for signatures

B Recipients identities,
date&time of accessing the document

E Study staff forged signatures of
sub-investigators and patients
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About Us

v'Qualified Trust Service Provider according to elDAS Regulation (soon),
registered in Malta

v’ Leading TSP in the certification and preservation of digital data
v’ Part of CSC (Cloud Signature Consortium)

v'Solutions and services

v’ Accredited Preservation Provider according to Italian Law
v Document platforms for digital transactions with legal value
v Digital workflows with legal value

v’ Key Escrow for digital signatures and software source-code
v’ Digital transformation consulting services
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malta.office@ewitness.eu
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